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This application is submitted in the name of inventors Charles Slater and Krishna 
Chennapragada, both assignors to Cisco Technology, Inc., a California 
Corporation. 
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SPECIFICATION 



TITLE OF THE INVENTION 



HTTP REDIRECTION OF CONFIGURATION DATA FOR NETWORK DEVICES 

BACKGROUND OF THE INVENTION C> 3 



Field of the Invention 

15 The present invention relates to the field of data communications 

networks. More particularly, the present invention relates to Hypertext Transfer 
Protocol ("HTTP") redirection of configuration data for network devices. 



Background 



A network is a communication system that links two or more computers 
and peripheral devices, and allows users to access resources on other computers 
and exchange messages with other users. A network allows users to share 
resources on their own systems with other network users and to access 
25 information on centrally located systems or systems that are located at remote 
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LAN switch. The switch MIB files may be compiled with network management 
software, which then permits the SNMP agent to respond to MIB-related queries 
being sent by the NMS. 



5 An example of an NMS is the CiscoWorks™ network management 

software, available from Cisco Systems, Inc. of San Jose, California. 
CiscoWorks™ uses the switch MIB variables to set device variables and to, poll 
% devices on the network for specific information. Among other tasks, the 
CiscoWorks™ software permits the results of a poll to be displayed as a graph 

10 and analyzed in order to troubleshoot internetworking problems, increase 
network performance, verify the configuration of devices, and monitor traffic 
loads. Other products known to those of ordinary skill in the art, available from 
several other vendors, provide similar functionality. 



15 Referring now to FIG. 6, an exemplary SNMP network 84 is shown. The 

SNMP agent 86 in network device 88 gathers data from the MIB 90, also in 
network device 88. The MIB 90 is the repository for information about device 
parameters and network data. The SNMP agent 86 can send traps, or notification 
of certain events, to the SNMP manager 92, which is part of the Network 

20 Management Software ("NMS") 94 running on the management console 96. 
The SNMP manager 92 uses information in the MIB 90 to perform the operations 
described in Table 1. 
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According to embodiments of the present invention, when a cluster is 
formed, the commander switch automatically changes three parameters on all the 
expansion switches in the cluster: the IOS host name, the enable password, and 
the SNMP community string. If a switch has not been assigned an IOS host name, 
the commander switch appends a number to the name of the commander switch 
and assigns it sequentially to the expansion switches. For example, a commander 
switch named eng-cluster could name a cluster expansion switch eng-cluster-5. 
y If an IOS host name has already been assigned to a switch, the switch retains its 
IOS host name. 



10 



Once a cluster has been created, network management software such as 
the Cluster Manager™ program, available from the assignee of the present 
invention, may be used to monitor and configure the switches in the cluster. FIG. 
1 1 shows a switch cluster with one commander switch 100 and four expansion 
15 switches 102- A - 102-D as it is displayed on a sample Cluster Manager™ page. 

One advantage of the present invention is that a network administrator 
need set only one EP address, one password, and one system SNMP configuration 
in order to manage an entire cluster of switches. A cluster can be formed from 
20 switches located in several different buildings on a campus, and may be linked by 
fiber optic, Fast Ethernet, or Gigabit Ethernet connections. 

Clusters may be managed from a management station through ASCII 
terminal consoles, telnet sessions, SNMP management stations and Web Consoles. 
25 All configuration and management requests are first directed to the cluster 
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commander or redirected to an expansion switch. If an HTTP request is redirected 
to an expansion switch, the response is also redirected back to the original 
requestor. 

In embodiments of the present invention, HTTP redirection thus provides a 
way to access web pages stored on an expansion switch via the commander. 
Redirection is done by the commander when the URL is of the form: 

http://commander_hostname_or_IP/e5[n]/file 



10 



where [n] is corresponds to the number of the expansion switch in the cluster. 
For example, the following two URL's would both reference the file file_l.html 
on expansion switch 3: 

http://10.10.10.10/es3/file.l.html 

15 or 

http://www.switch_cluster.com/es3/file_l.html. 

Unless the HTML specifies a host, hypertext references from Web pages 
retrieved from expansion switch es[n] refer to files on expansion switch es[n]. 
20 For example, http://www.switch_cluster.com/es3/file_l .html provides web 
console access to expansion switch 3. 

FIG. 15 illustrates how the HTTP redirector works. First, a TCP connection 
is established from a Web browser in the management station 104 to the HTTP 
25 server on the commander 100. Information about this HTTP connection is stored 
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54. (Previously Presented) The first network device in accordance with claim 46, wherein the 
URI comprise a string specific to the corresponding network device. 

55. (Previously Presented) The first network device in accordance with claim 46, further 
comprising: 

a processing module adapted to locally process the request if the URI does not indicate any 
one of the network devices in the cluster. 

56. (Previously Presented) The first network device in accordance with claim 46, further 
comprising: 

a response redirector for redirecting a response from a network device in the cluster to the 
management station. 

57. (Previously Presented) The first network device in accordance with claim 56, wherein said 
response redirector includes: 

a read module for reading response data in the response from the forwarding HTTP 
connection; and 

a write module for writing the response data to the first HTTP connection. 

58. (Previously Presented) The first network device in accordance with claim 46, further 
comprising: 



BEST AWMLABLE COPY 

4 of 27 



